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Orpanuus cnucok agpy3ei. Y 1eba B Apy3bax He A0MKHO BbITe CAYYaRHBIX U HE3HA-
KOMBIX NHOAEA.

e 3aWMLLai CBOK YACTHYIO XMHU3Hb. He ykazbiBall naponu, TenedoHsl, agpeca, AaTty
POXMAEHUA N APYTYIO MYHYI0 MHDOPMALIMIO. 3N0YMbILLAEHHUKMA MOrYT MCNONb30BaTb
Aaxe WHPOPMAaLMIO O TOM, KaK Tkl M TBOW POAUTENW NNAHUPYETE NPOBECTH KAHWKYIbI.

o Sawnian ceolo penytauuio. epxu ee B Yy4CTOTe W 3aaBai cebe Bonpoc: xoTen Obi
Thi, 4TODBI ApYyrve Nonb30BaTENW BUASNMW TO, YTO Thi 3arpyxaews? Nogyman, npex-
Ae Yyem yYTo-To nnyﬁnnmaa‘rh, HanwcaTe W 3arpy3nTe.

e He wcnonesyn peanbHoe ums. Korga e ceTw pasroBapuBaellb C HE3HaKOMBIMMK
NOABMM, HE Ha3blBal U He MCNoNbL3Y peancHoe umA. He packpbieai nHdopmaymio
0 cebe: MecTo XUTensCTEa, MecTo yuebsl M Nnpavee.

6 He coobuwyait ceoe mecTononoxeHnue. Maberai paamewneHus potorpaduil B MUHTEPHETE,
rae Tol M30bpakeH Ha MECTHOCTH, N0 KOTOPOW MOXHO ONpeaenuTbe MecTONoNOKeHUE,

e Mcnonb3yit cnoXubie naponu. [py perucTpaumy nULKM choxHele naponn. OHK QonxHBI
COAEPXATb HE MeHee BOCbMMU 3HAKOB M BKNHOYATh B ceba CTpoYHbIe U NponucHele Bykesl,
LM pbl M HECKONBKO CMMBONOB, TaKWe KaK 3HaK gonnapa, pyHTa, BOCKAMLATENLHBINA 3HAK.

o Wcnonb3yi pasHble naponn. [ns coymancHoM ceTi, NOYTLI M APYTMX CaWTOB Co3aa-
Bal pa3Hbie naponu. Toraa ecnu Teba B3INOMaKT, TO 3M10YMbILLAEHHUKWA Nony4aTt
AOCTYN TOABKO K 0AHOMY MECTY, a8 HE KO BCEM Cpasy.



ETFAR i

MAMATKA | a5 wionsunos ORPIORTETAOTD

Kak 3awuruTbca R —

- M”"EEP Hayki

OT KOMIMbIOTEPHbLIX BUPYCOB T——

KOMMBIOTEPHBIN BUPYC - 570 Nporpamma, KOTOpas MOXET CO34aBaTh CBOW KOMWM.
Bupycbl NOBPeXAA0T MK YHUYTOXAIOT Gainbl Ha 3apaXeHHOM KOMNBIOTEPE W BCIO onepa-
LIMOHHYIO CUCTEMY B LEnomM. Halle Bcero pacnpocTpaHaioTCA BUPYCh Yepes MHTEepPHET.

3arpy3M COBpeMEHHYI0 OnepauuoHHylo cuctemy. VMicnone3yil coepemeHHbie onepa-
LMOHHBbIE CMCTEMBI C BBICOKMM YPOBHEM 3aLLWTLI OT BPeAOHOCHBIX NPOrpamMmm.

O6HoBARAK onepaunoHHyto cucTemy. Brnioun pexxum aeTomaTudeckoro obHoBneHuA
onepauuMoHHON cucTeME!. ECNK B CUCTEME HET TaKOro pexXuMa, PerynsapHo yCTaHas/In-
Ba 0BHOBNEHWA CAMOCTOATENBHO. 3arpyxaiux codpuumnansHoro canTapaspaborumka,

Wcnone3yi npasa none3oeartena. PaboTan Ha komneloTepe Nog npagamu nosb-
30BaTeNs, a He aAMUHUCTPATOPa. ITO He NO3BOAWT BONbLUMHCTEY BPEAOHOCHBIX
nporpamm aeTOMaTHMYECKK YCTAHOBWUTLCH.

He puckyi. Micnonb3yit aHTMEBMPYCHbIE NPOrpaMmHbIe NPOAYKTbl NPOBEPEHHbIX
NPOW3BOAWTENER C aBTOMATHWYECKMM obHoBNEeHWEM Ba3z.

OrpaHunub 4ocTYN K cBOeMY KomnbloTepy. He paspeluail NnocTopoHHWM NoNb30BaTh-
C CEOMM KOMMNbIOTEPOM.

Boibupan TiwarenbHo MCTOYHUKK. Konupyii 1 3arpyxain $ainsl TonbKo ¢ NnpoBepeH-
HEBlIX ChEMHbBIX HOCHUTENEN MK HHTEPHET-PECYPCOB. He DTKprBaﬁ Ebﬂﬁ.ﬂhl, KOTOpbBIE

NONY4YMn M3 HeHadeXHblx MCTOYHKMKOB. [axe Te, KOTopbie NPUCAan TBOW 3HAKOMBIN.
YTOuYHW Y HETO, OTNPaBAAn nu oH Tebe mx.
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nonb3oBartbcA cetblo Wi-Fi .
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Wi-Fi - 310 becnposogHon cnocob nepegayn AaHHbIX C NOMOLLLIO paguocurHanos. B kade,
OTENAX, a3PONOPTax YacTo MOXHO BeCnAaTHO BLINTK B MHTepHeT Yepes Wi-Fi. Ho obwego-
cTynHele cetu Wi-Fi HebesonacHsl,

9 WMcnonb3yi u 0BHOBASIH aHTUBMPYCHBIE Nporpammel M bpangmayap. Tak Tbl
obezonacuwsb ceba 0T 3aKayku BMpYCa Ha YCTPOWCTEO.

He nepegaeait nuunyio nHdopmaumio yepes obwenoctynHoie cetu Wi-Fi. XKena-
TENbHO HE BBOAWTL Naponu AOCTYNA, NOTMHbLI U HOMEPA.

e Ornoun pyHkuymio «O6wmi goctyn K dannam v NpUHTEpam» NpuU MCNonb3oBa-
Hun Wi-Fi. 31a dyHkumMa 3aKpbiTa N0 YyMONYaHWIO, OQHAK0O HEKOTOPbIE NONb30BaTENN
aKTUBUPYHOT ee AnA yaobcTea ucnons3osaHua B pabote nnu yyebe.

o He ncnonb3yi nybnuuneiil Wi-Fi gna nepegaun nnuHbix gaHHbix. Hanpumep, ans
BbIXOAA B COLMANLHLIE CETU WK B 3NEKTPOHHYIO NOYTY.

o Mcnonb3yn Toneko sawmuerHHoe coeguHeHme yepes HTTPS, ave HTTP. To ecTb
npu Habope Beb-agpeca seoan umerHo «https:/».

Orxknmoun pyukumio «Mogrniouenne k Wi-Fi asTomarnuecku» B MobunsHom Tene-
¢doHe. He gonyckail aBTOMaTUYECKOr0 NOAKNKYEHUA yeTpolcTea Kk ceTam Wi-Fi bes
TBOEro cornacus.
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o Byab octopoxeH. Koraa Tebe npegnaraiot BecnnaTHbIi KOHTEHT, B HEM MOryT BbiTb
CKPbITb! NNATHbIE YCNYTW.

Aymai, npexxae yem ornpaeute CMC, ¢poTo unu eugeo. Tel TOYHO 3HaELWL, FAE OHK
OKXYTCH B KOHEYHOM uTOre?

e O6HoBAAK ONepauMoHHYI0 cucTemy cmapTdoHa. ITo AONONHWTENEHARA 3aluMTa.

o Mcnonb3yi aHTMBMpYCHBIE Nporpammbl gns cmaptdgoHoB. PerynapHo obHoeNsl X,

He sarpy:xai npuioXeHWA OT HEM3BECTHOMo MCTOYHMKA. OHKM MOTYT cogepxaTth
BPEAOHOCHOE NporpammHoe obecneyeHue.

o 3anaw B HacTpoikK Bpaysepa u yaanm cookies. Caenait 3To cpasy nocne Toro, Kak
Thbl BblA4eLb CCaNTa, rae BBOAWN NUYHYI0 MHDOPMALUIO.

o Mpoeepsait nnaTHbIe yCYrk Ha TBoeM Homepe. ViHoraa MoryT akTMBMpPOBaTh HOBbIE,

He Bcem pasai Homep Tenedona. lasan ceoit Homep mobuncHoro TenedoHa Tonb-
KO NAAM, KOTOPbIX Thl 3HaELWbL U KOMY A0BepseLlb.

Boikniouwan Bluetooth, korga He ncnonbayews ero. MiHorga nposepan, He 3abbin aun
BbIK/TIOYMUTD.
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LUMDPOBAA PENYTALMA - 570 TEOH MMUAX, KOTOPLIA HOPMUPYETCH M3 MHpOpMaLi

o Tebe B uHTepHeTe. KoMnpomeTHpyioLlas MHGopMaums B MHTEPHETE MOXeT Cepbe3Ho oTpa-
IUTLCA HAE peaﬂbHﬂﬁ HKM3HW. TBOE MECTO XUTENLCTEA, '},I'HEﬁbl, TBOE d)P'IHEIHCGB-DE NoNoxKeEHWE,
ocobeHHOCTH XapakTepa W pacckasel 0 Banskux - BCe 3TO HakannusaeTcA 8 CeTw.

MHorue NoapocTEXN NErKOMLICNEHHO OTHOCATCA K NyBAKALMKM NUYHON MHGOPMALIMK B MH-
TEPHETE, HE NOHWMas BOIMOXHBIX NOCNEACTEBUIA, Thl A4aXe HE 3a4yMbIBAELILCA O TOM, YTO
coTorpadua, pazmMellleHHan NATe NeT HA3a4, MOXET CTaTk NPUYKMHOM 0TKA3a NPUHATL Teba Ha
pabory.

KommenTapuu, dotorpadum 1 TBOM AERCTBUA MOMYT HE UCYLIHYTL AaXe NocNe TOro, Kak Thi
WX yAanuilb, Tol He 3HAELLb, KTO COXPaHKUA 3Ty MHdOPMAaLMIO, NONAaNa W OHa B NOMCKOBLIE
CHCTEMbI WM COXpaHMNace i oHa. HanTu uHdopmayio MHOMO NeT cnycTa cMmoxeT Niboi - kak
U3 [0DPbLIX NOBYXAEHUIA, TAK U C HAMEPEHWEM NPUYUHUTD BPea,.

COBETbI MO 3ALWWTE UWPPOBOM PENYTALIUM:

He ny6awkyn cpasy. [oayman, npexae yem uto-To nybnukosats y cebs 8 bnore unm
B CQIJ,HEHbHUIFI CETH, NEPECHINATE B NMYHOM CE}DEUJIEHHH.

9 YcraHoBM orpaHuueHus B HacTpoikax npoduna,. Orpaduys npocmoTp npoduna
nero cogepxumoro. Caenain ero ToNbko «aN8 Apy3eny.

Bepernch nckoe 3a ockopbnenne nnyHocTH B MHTepHete (cT. 282 YK). He pazme-
L@ MHMOPMAaLWID, KOTOPaA MOXET KOro-To 0BMKaTb, U He CCbINAaNCca Ha Hee.
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Bbi6epu npaBubHbIA NOYTOBbIN cepBuc, B MHTepHeTe mHoro BecnnatHeix. OgHako nouTy
nyylle 3aBOAMTb Ha NOMYNSPHOM CEPBUCE, KOTOPBIM YKe MONb3YKTCA TBOM 3HAKOMbIE,

He nuwum o cebe B agpece nouTbl. He yka3biBal B NOYTOBOM aApece NUYHY MHGop-
maumnio. Hanpumep, nydyiwe seibpaTth «My3bikansHbii_cdaHaTt@» wnn «pok2018@y»
BmecTo «aHapen2005@y,

WUcnonb3yh geyxaTanHyo aBTopusauuio. [na AByx3TanHoM aeTopu3aun NOMUMO
Napona HYXXHO BEOAWTH Ko, KOTopbid npuckinawT no CMC,

Boi6epu cnoxubli napons. [lng KaxA0ro NoYTOBOro ALMKa AomKeH DbITh CBOR
CNOXHBIW, YCTOWYMBBIA K B3NOMY Napos.

WMcnonb3yn nposepouHbiid Bonpoc. [puaymain cam CBOW NMYHBIAR BONPOC ANA WAEH-
TUUKaLUK, ECNN CEPBUC AAeT TaKyI0 BO3IMOXHOCTb.

3aBeAu HeCKONBKO NOMTOBbIX AWMKOB. [lepBbiil Ana YacTHOW NEepennucku
€ agpecaTtamu, KOTOPbIM Tbi 4OBEpPSAeLlb. ITOT 3NeKTPOHHbINA agpec He HYXHO
WCMONL30BaTh NPHU perncTpaumn Ha bopymax 1 canTax.

He oTkpbiBai BnoxeHus nucem. He oTkpbigain dainsl n Apyrie BNoXeHusa B NUCbMaXx,
AAXE ECNW OHW NPULLINAK OT APY3el. YTOUHW ¥ HKUX, OTNPaBNANK N OHK Tebe 3T hainsl.

Boixogute 13 nouTthbl. He 3aboisai HaxumaTe «BoidTu» nocne okoHYyaHus paboTel Ha
NOYTOBOM CEPBMWCE, NMEPes TEM KakK 3aKpbiTe BKNAAKY C CARTOM.
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ANEKTPOHHBLIE AEHBIMN - 310 yoobHoiit cnocob nnatexed, 0gHako 3a HUMKW YacTo OXOTAT-
CH MOLLEHHWUKM. B Poccun 3aKoH pasaensaeT anekTPOHHBIE JeHbrv Ha 483 BU/Aa - aHOHUMHbIE

W NepcoHUdUUMPOBaHHbIe, Pa3HMUA B TOM, YTO aHOHMMHbBIE - 3TO TE, B KOTOPLIX pa3pelwaeTcs
NPoOBOAWTE onepaurn bez naeHTUdUKaL MM NONL30BATENR, 8 B NEPCOHUPULMPOBaHHBIX UAEH-
TUdgUKauna Nonb3osaTens obazarensHa.

Mpuesaxwu K cueTy MmobunbHbIN TenedoH. 3170 cambli yaobHbeIR cnocob BoccTaHo-
BUTb K HeEmy goctyn. MpueasanHsiinl TenedoH NOMOoXeT, ecnu 3abyaeiub nnaTexHbli
naponb WNK 3ain4eLlb Ha CanT C HE3HaKOMOT0 YCTPONCTBA.

e Wcnonbayi ogHopasoBbie naponu. MNocne nepexoga Ha YyCUAEHHY 0 aBTOpU3aLmio
Tebe yxe He ByaeT yrpoxaTe ONacHOCTL KPaXu WK nepexeaTa NaaTexHoro napons.

e Mpuaymai cnoxHbii napone. [pectynHukam BygeT He NPOCTo YragaTs CAOXHbINA

naponb. CnoXHble Naponun - 3To Naponu, KOTOpble COAEPKAT HE MEHEee BOCbMMW 3Ha-
KOB W BKAOYAIT B ceBA CTPOYHbIE U NPONUCHbIE BYKBbI, LM Pbl U HECKONBKO CUMBO-
NoB, TAKWE KaK 3HaK gonnapa, pyHTa, BocKanuaTenbHsli 3Hak. Hanpumep, StROng!;;

o Beperu nuuHble gaHHbie. He BBOAKW WX Ha calTax, KOTOPbIM He AoBepaellb.
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GULWINHT (ot anrnuitckoro cnoea fishing - peibHas nosna) - Bug MHTEPHET-MOLLEHHWYECTBA.
Ero rnaeHas uene - Nony4YuTe KOHGUAEHUMAbHBIE AaHHLIE MONb30BATENEN ~ NOTWHBI W NaPONK,

Cnepwu 3a ceoum akKayHToM. Ecnv nogospesaellb, YTO akkayHT B3NOMaNnM, HYy»HO
3a610KMPOBATL €ro U COOBLWMTL aAMUHUCTPaTOpam pecypca ob 3TOM KaK MOXHO
ckopee,

Mocewai Tonbko bezonacHele Beb-caTbl. B Mx yncne - canTol MHTEPHET-MarasnHoB
M MOWCKOBBIX CUCTEM.

HMcnone3yii cnoxHbie M pasHblie naponu. Ecav Teba B3nomaioT, TO 3N0YMbILLNEHHW=
KM MOAy4aT AOCTYN TONBKO K 0gHOMY TBoemy npodunio B CeTu, a He KO BCeM.

o Cnpavye gaHHble. YcTaHoBM HagexHsln napons (PIN) Ha mobunbHeln TenedoH.

Mpeagynpeawn Bcex CBOMX 3HAKOMBIX, KOTOpble Ao6aBneHsb! y Teba B Apy3ba, ecnu Teba
B2NomMmann. Or TEBOEND MMEHM MOTYT pacceinaTb CnNam W CCuINTKW Ha C[JI-"ILI.JI-'IHFDBI:IE CanThbl.

o OTinioun coxpaHeHume napons B bpaysepe. CoxpaHeHHbIE NApONM KpaayT Yalle.

o He otkpeiean dainel n gpyrve BnoxeHnsa B nucemax. Jaxke ecnm oHW NpuLLam
OT TBOWX ApY3el. YTOUYHW Y HWUX, OTNPaBNanM N1 oM Tebe atu dainel,
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KWUBEPBY/UIUHT - cutyauuna, korga denoseka 8 Cetw npecneayioT coobuieHnamu, kotopsle
coaepxat ockopbneHus, arpeccuio, 3anyruBaHue; XyNMraHcTeo; couMansHoe BoRKoTMPoOBaHUE,

He 6pocaiica B 6oi. Jly4wmia cnocob:; nocoseToBaThCH, Kak ceba BeCTH, M eC/iK HeT
TOrO, K KOMY MOXHO 0BpaTUTBCA, TO BHa4Yane Hy>XHO yCnokouTecs. Ecnu Tel HauHews
oTBe4aTk ockopbneHnammn Ha ockopbneHus, To ToNbKo elye Bonblue pasoXKellb
KOHpAUKT.

Ynpaenan ceoen knbeppenytaymen. Mwm cnocobsl BISCHWUTE, KTO CTOUT 338 aHO-
HUMHBIM aKKkayHTOM 0Buaumnka, AHOHUMHOCTE B Cetn mHumasn.

u3HK., MHTepHeT dukcupyeT Bce AeWCTBMA U COXpaHAET UX. YaanuTe ux bygert
CNOXHO.

MrHopupy# eanHNuHbii Heratue. OgHopasosbie ockopbuTensHbie cooBLEHWA Nyu-
e urHopmposats. OBbIYHO arpeccus NpekpaLiaeTcs Ha Havya nbHON CTaguu.

Bnokupyi arpeccopa. B nporpammax o6meHa MrHoBeHHbIMIA COOBLLEHWAMM, B COLU-
aNbHbIX CETAX MOXHO 3anpeTUTb KOHKPETHBLIM apecam NpuckliaTe coobuieHus,

e Beperwn BupTyanbHylo yecTb cMmonoay. He segu xynuradckuin obpas eupTyansHon

e Moaaepxu xepTey KWGepbynnuHra. [Nokaxu npecneoBaTeNO, YTO OUEHWBAELLL €0
Aercteuns HeratneHo. Coobuum B3pocnbim o dakTe arpeccMeHoro nosegenus e Cetw,
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Y1obbl MCNONb30BaTE BOSMOXHOCTH Undposoro Mupa, HyxHo cobnoaats Npasa Ha uHTen-
NeKTyansHyo cobCTEeHHOCTE. TepMUH MHTENNEKTYanbHaa cobCTBeHHOCTE OTHOCUTCA K pas-
NAUYHbIM TBODEHMAM YENOBEYECKOTD YMa, Ha4YWHERA C HOBBIX HHG'E{]ETEHHF‘I ¥ 3HAKOB, DﬁDBHa—
YAOLLMX COBCTBEHHOCTL Ha NPOAYKTLI U YCAYTW, U 3BKAHYMBAA KHUramu, KMHODWILMaMM

M MY3bIKaNbHBIMK NPOM3BEAEHUAMM,

ABTOpCKWE Npasa - 3T0 NPaea Ha UHTENNEKTYaNbHYI0 COBCTEEHHOCTL - HAa NPOM3BEAEHMA
HayKu, NUTEPaTYPbl ¥ UCKYCCTBA. ABTOPCKME NPaBa BhICTYNAIOT Kak rapaHTua BO3MOXHOCTER
asTopa 3apaboTaTe Ha pe3ynbTaTax CBOEro TPYAA, NONYUMTh M3BECTHOCTL U NPU3HAHWE. HUKTO
bes paspelleHna agTopa HE MOXeT BOCNPOW3BOANTE erc NpouWIscdeHe, pacnpoCcTRaHATE,
nybAMYHO AEMOHCTPUPOBaTE, NPOAABaTh MW PAa3MELLATh B MHTEPHETE,

«MMupaTtckoen nporpammuce obecneveHne HeceT B cebe MHOTME PUCKK: OT NOTEPK JaHHbIX
no BnokMposkK YCTPOWCTBA, M YCTAHOBNEHa HENeranbHas nporpamma. He 3abuisaite, 4to
8 CeT MOXHO HAWTW NeraneHoie U BecnnaTHele NPOrpaMmMbl €O CXOAHBIM dYHKLMOHANOM,



